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1) Executive Summary 
 

The 5G Logistics project brought together 12 partners, led by the West of England 

Combined Authority and part funded by the Department for Culture, Media and Sport 

(DCMS) under the 5G Testbed and Trials (5GTT) Programme to deliver an innovative 5G 

network and logistics sector use case trials. The project spanned 18 months, from January 

2021 to June 2022. 

5G Logistics deployed an innovative 5G private (standalone) network over three locations: 

The Bristol Port Company’s Avonmouth Dock, nearby St Andrew’s Road and Gravity Campus 

45km away in Somerset. A 10Gbps fibre link connected Gravity to the main network site at 

the port, completing the multi-site testbed. In this proof-of-concept project, three use cases 

were developed to test products and services that could support the port and logistics 

sector to work more efficiently, effectively, securely and sustainably: 

1. Digital Geo-Fencing and Real-Time Asset Tracking – using 5G for the security, 

traceability, and real-time tracking of goods 

2. Autonomous Drone Surveillance and Response – for efficient port surveillance 

operations and emergency response 

3. Smart Junctions – exploring improved road traffic management through 5G 

enhanced traffic signalling solutions, to ease congestion in areas with a high density 

of Heavy Goods Vehicle (HGV) traffic, such as around ports and enterprise zones. 

Key takeaways from use case trials and simulations include: 

Digital Geo-Fencing and Real-Time Asset Tracking – the flagship prototype developed for 

the 5G Logistics project was proved to be capable of: centimetre location accuracy for 

individual goods, assisted by Differential GPS (DGPS), wireless automated scanning of goods 

and, (powered by AI models) early detection of theft or damaged goods through near real-

time monitoring of atmospheric conditions in distinct areas of shipping containers. These 

capabilities were proven on the 5G private network sites as well as between them using a 

public 4G network. These solutions have the potential to increase visibility and 

accountability within supply chains and render customs processes more efficient, including 

for freeports with remote freezones. 

Autonomous Drone Surveillance and Response – field trials showed the potential for a 48% 

reduction in the time taken to inspect port perimeter fencing compared to current manual 

processes and a 54% time saving for incident response and assessment. While not directly 

evaluated in this project, freeing up police time to undertake higher-value and more 

fulfilling activities could have positive effects on staff retention and skills development. 

Value for shippers and trust in the ports can also be earned through avoiding theft and 

incidents.  
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Smart Junctions – the use case enhanced legacy traffic management technologies with 5G 

capabilities to deliver a world-first demonstration of a 5G Multi Access Edge Computing 

(MEC) based solution for controlling traffic signals using private 5G and public data 

networks. Simulations showed the potential for a 48% reduction in journey time for HGVs 

on busy approaches, amounting to a possible 8% reduction in CO2 emissions and fuel 

consumption. The ability to provide long range detection of vehicles without adding remote, 

infrastructure-based sensors (and associated ducting) has the potential to reduce capital 

investment and maintenance costs for public authorities once 5G location services become 

more widespread. 

Was 5G key? While a 5G network was successfully used to trial these use cases, project 

constraints meant a number of work-arounds (like DGPS) were needed that amounted to 

the testing of these innovative concepts having mostly been possible on a 4G network. 

These constraints include the delayed availability of 3GPP Release 16 (r16), lack of 

compatible user equipment on the market, working with one drone instead of a swarm 

because of licensing timeframes for the latter and the limited time with a live network in the 

field to achieve the desired level of network stability. It would not be possible, however, to 

scale these solutions, for instance to all shipping containers or multiple drones, without the 

increased capacity of 5G.  

These use case constraints aside, the project’s network was designed and developed with 

future capabilities and the UK Government’s Open Radio Access Network (O-RAN) goal in 

mind – with significant leaps towards both. The smart junction’s use of the MEC relied on 

the architectural design of the 5G private network. 

5G Private Network - built under an Innovation and Trials license from Ofcom, the 5G 

network deployed to site operated in the upper n77 new radio (NR) frequency band. While 

an integrated radio solution was used in the field due to the unavailability of sufficient Open 

Radio Access Network (O-RAN) radios within project timescales, a disaggregated 7.2 Split 

Virtualised RAN (vRAN) solution was developed and tested in parallel. Both networks were 

built, refined and verified with use case applications in an indoor, wire-connected staging 

environment. Takeaway successes from the Network Innovation and Deployment work 

stream include: 

• Newly proved interoperability of products and services, close to commercial service 

availability 

• Ability to monitor individual network components, identify and notify relevant vendors 

to respond to incidents, but also deliver automatic over-the-air updates across the 

network.  

• Leveraging fibre connections, the ability to extend networks geographically over many 

kilometres with seamless connectivity, real-time and secure data transfer and 

monitoring across sites. This could prove valuable for, e.g. freeports with remote 

freezones, IoT enabled manufacturing across sites. 
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• Improved user and network manager experience due from the ability to accelerate the 

onboarding of use case applications, through Management and Orchestration (MANO) 

software and containerisation of applications for both the MEC and UE compute hosts, 

and using commercial off-the-shelf (COTS) hardware.  

• Proved value of staging novel or tailored private networks in a lab environment before 

deployment – reducing deployment and costly on-site debugging time and allowing 

business cases to be verified quickly in the field. 

• Valuable learning and lasting partnerships were built that will inform future commercial 

product development, that have enhanced skills / knowhow among partners and in 

turn supported the diversification of the UK’s 5G marketplace. 

• Investment (interest) attracted to the Gravity Smart Campus site. 

Innovation projects are, by definition, rich learning grounds. Aside from the technical 

knowhow achieved on this project, project-wide lessons include: ensuring a clearer 

understanding of individual partner objectives and product roadmaps from the outset for 

better alignment; building infrastructure assessments and post-project intentions into the 

project bid stage; not delaying passive infrastructure deployment, even in the face of wider 

project uncertainties; better consideration of availability, compatibility, supplier lead times 

and user support for components and equipment; ensuring the resource needed to comply 

with government requirements for publicly funded projects are fully understood and 

provisioned for in partner budgets.  
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2) Introduction 
 

Reliable, resilient and secure supply chains have been front of mind in the face of the 

pandemic and changing trading relationships. With mounting pressure on the port and 

logistics sector to deliver in ever-challenging circumstances, the 5G Logistics project has 

trialled the power of private 5G networks for supply chain efficiency, visibility, and traffic 

management. 

In the 5G Logistics project, three use cases were developed and tested to demonstrate the 

capabilities of 5G in a logistics environment: 

4. Digital Geo-Fencing and Real-Time Asset Tracking – using 5G for the security, 

traceability, and real-time tracking of goods 

5. Autonomous Drones Surveillance & Response – for efficient port surveillance 

operations and emergency response 

6. Smart Junctions – exploring improved road traffic management through 5G 

enhanced traffic signalling solutions, to ease congestion and improve traffic flow in 

areas with a high density of HGV traffic, like around ports and enterprise zones. 

While testing new use cases for 5G was an important part of the project, bringing new and 

emergent 5G market players together to design and build a novel private network was an 

integral element. Using the upper n77 radio frequency band under Ofcom Innovation and 

Trials License, the 5G Logistics project built a standalone network across the West of 

England, with a primary test zone at The Bristol Port Company’s Avonmouth Dock and a 

secondary test zone covering its surrounding junctions.  

A third test zone was built at the Gravity Smart Campus in Somerset (acting as a freezone in 

a freeport scenario), with the port and Gravity sites connected by a 10GBps fibre link. While 

the deployed network was built using an all-in-one radio solution because of component 

shortages, a fully disaggregated vRAN network was developed in the project’s staging lab, to 

which use case applications were connected and data passed through. 

Led by the West of England Combined Authority, the 12-partner-strong consortium 

consisted of: the region’s major port, The Bristol Port Company; top academic facilities 

University of Bristol Smart Internet Lab and Cardiff (University) Business School; Gravity, a 

616-acre commercial smart campus with a clean growth focus; automated drones solution 

provider, Unmanned Life; local authority Bristol City Council and growing UK 5G private 

network suppliers, Cellnex, ADVA, AttoCore and Airspan.  

This document summarises 18 months of work until June 2022, breaking it down into: what 

was delivered through the project in terms of network and use cases; the results of the trials 

and network performance; what this means for the port and logistics sector, product 
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development and the delivery of private 5G networks in the real world and; lessons learnt 

along the 5G Logistics journey.  

 

 

3) What 5G Logistics Did 
 

Delivering a 5G Private Network  
Work Package 1 (WP1) of the 5G Logistics project was led by Cellnex UK and focused on the 

design and build of the 5G testbed at The Bristol Port Company’s Avonmouth Dock, the 

nearby St Andrew’s Road and Gravity Smart Campus in Somerset.  

Following the creation of a high-level design and hardware installation plan early on, a 

decision was made by network partners to build a staging lab network to allow early system 

testing and to establish connectivity with user equipment (UE) for the use cases. This staging 

lab was hosted by radio partner, Airspan, in Slough and partners were given remote and 

(when needed) physical access to it. 

As the project advanced, global component shortages affected the availability of the 

intended outdoor and O-RAN supporting radios (Air5G 5700) within the project’s timescales. 

As a way to continue with deployment plans and allow for the testing of use case 

innovations in the field, the consortium agreed to deploy using an all-in-one radio solution 

(AirSpeed 1900), while continuing to develop a disaggregated 7.2 Split O-RAN network in 

the lab environment via connectorised radios. Both networks ran in parallel in the staging 

lab.  

Staging Lab Networks 

Figure 1 below shows the 5G Logistics network set-up in the staging lab. 
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Figure 1 – 5G Logistics Indoor Staging Lab Network 
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Deployed Network 

Using the upper n77 radio frequency band under Ofcom Innovation and Trials License, the 

5G Logistics project built a standalone network across the West of England, with a primary 

test zone at The Bristol Port Company’s Avonmouth Dock and a secondary test zone 

covering a nearby junction on St Andrew’s Road. A third test zone was bult at the Gravity 

Smart Campus in Somerset, with the port and Gravity sites connected by a 10Gbps fibre link.  

The Network consisted of 11 Airspeed 1900 radios deployed across the three locations: 

• The Bristol Port Company (Avonmouth) – 3 x radios on the main tower (BP001e), 1 x 
radio on the V Shed (BP101c) and 1 x radio on the ACT building (BP100c). See Figure 
2 below. 

• St Andrews Road – 3 x radios located on the street columns BP102A, BP103A and 
BP104A. See Figure 2 below 

• Gravity – 3 x lattice towers deployed with a main cabinet for the servers and GPS. 
See Figure 3 below. 
 

 

Figure 2 – The Bristol Port Company & St Andrew’s Road Radio Locations 
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Figure 3 - Gravity Radio Locations 

 

 
Figure 4 - Deployed network components at St Andrew’s Road (A), Gravity (B), The Bristol 

Port Company (C-E)
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Figure 5 below shows the End-to-End (E2E) network that was deployed in the field at The Bristol Port Company’s Avonmouth Dock, St Andrews Road and 
Gravity site.  
 

 
Figure 5 – 5G Network Deployed at The Bristol Port Company (Avonmouth), St Andrews Road and Gravity 
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Please refer to Appendix 2 – Network Components (Hardware & Software) for a list of the 

components, suppliers and models used.  

 

Delivering Logistics Use Cases 
 

1. Digital Geo-Fencing & Real Time Asset Tracking  

The 5G Logistics project’s Geo-fencing and Asset Tracking Use Case was led by the University 

of Bristol Smart Internet Lab and sought to use the capacity, reliability and speed offered by 

5G to leverage the capabilities of massive Internet of Things (IoT) and Artificial Intelligence 

(AI) to support logistics. 

The UK Minister for Exports, Mike Freer MP, was recently quoted in response to a report 

from the Institute of Export & International Trade (IoE&IT) on Trade Data and Digitalisation, 

saying: “Digitalisation can make border processing up to 90% faster, and 60% cheaper, 

increasing exports and returns on investments.”.  

Freeports with potential freezones up to 45km away are being introduced into the UK as a 

way of encouraging businesses to route products through specific ports and attract 

manufacturing to specific areas of the UK. Since freeports are areas that sit outside of a 

customs zone, with customs charges and tariffs paid once the products leave this zone, they 

often require a higher degree of security and ability to monitor the whereabouts of 

products, adding further levels of complexity to port operations. 

Beyond what happens at customs borders, the global pandemic has thrown the importance 

of visible and smooth supply chains into sharp focus. While last mile tracking of goods has 

become more prevalent, there is often a lack of visibility and accountability for goods in 

transit further down the supply chain.   

5G is capable of connecting around 1 million wireless sensor devices per square meter, 10 

times more than 4G (Statista 2020, Connection Density Of 4G, 5G and 6G Technology). The 

capability of seamlessly collecting billions of data points and being able to process them in 

real-time is the key to utilising AI in practice for complicated industries like logistics. One of 

the main achievements of the proof-of-concept use case was the demonstration, for the 

first time, of a 5G shipping container operating within and between private and public 

networks.  

In Figure 6 below, the internal architecture of the use case’s shipping container is depicted, 

where different assets are located in virtually augmented areas (A,B,C and D). For each of 

these areas, centimetre accuracy location was provided as well as the condition of assets, 

through sensor data (sensors are marked ‘S’ in the diagram). 

https://cdn.ymaws.com/www.export.org.uk/resource/resmgr/docs/policy_papers/Trade_data_and_digitalisatio.pdf


 

 
5G Logistics – 2022 – What 5G Logistics Did - 13 

 

Figure 6: Internal Container Visualisation 

Two sensors were positioned on each side of all four areas and at different heights to 

provide measurements for the assets, which were identified using Radio Frequency 

Identification (RFID) tags.  

 
Figure 7 (A,B,C): Container Implementation including 5G Antennas, Sensors, RFID Tags and 

RFID Readers  
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Figure 7 (A,B,C) shows the implemented container hardware, with (A) showing the sensors 

and 5G nano-cell router, (B) the RFID scanning areas readers and (C) the external antennas - 

the white antenna communicates with the private 5G network and four smaller black 

antennas with the public 4G network. 

Developing a Novel Architecture for Connected Fleets 

This section describes the end-to-end architecture of the use case as well as the 

communication flow between the main components. The architecture is depicted in Figure 8 

and comprises of four layers (from left to right), each corresponding to a specific function of 

hardware, software and network components: 

1. Layer one – Monitoring Field (Sensors transmitting data to 5G router) 

This layer describes the area where the sensors and RFID tags work together to provide 

real-time monitoring of the location and condition of the assets (goods in transit). The 

sensors measure humidity, atmospheric pressure, vibrations (shock) and light levels. Up 

to 1000 assets can be monitored within the container and associated with the 

aforementioned metrics. 

2. Layer 2 – Border Router (5G_IoT_Router) 

The border router is the hardware device that hosts three main software functionalities: 

a. Allow sensors and RFID tags to be connected and transmit data every 1 second 

b. Organise and fuse data points to provide inference, such as which asset correspond 

to which temperature reading etc.  

c. Communicate the information via the 5G network to the edge compute nodes (the 

Multi-Access Edge Computing – or MEC) that host the use case’s IoT and AI platforms 

3. Layer 3 - 5G edge compute (MEC) 

The 5G edge compute nodes host all required software components that collect, 

organise, streamline and distribute data between different users (in this use case these 

stakeholders could be customs, police, logistics companies and other (Figure 9). 

4. Layer 4 – Software Platform (Dashboard and Data Storage):  

The software platform is responsible for all data related functions that are required to 

enable applications to operate with collected data. These functions are either conducted 

within the private 5G edge nodes or are also distributed to cloud resources. For 

example, public cloud such as the ‘HERE’ platform operates with a Virtualised Private 

Network (VPN) and other private cloud resources such as the University of Bristol Smart 

Internet Lab operate with direct connection over internet.  

Data from the RFID tags and sensors was collected and transmitted to the event broker, 

which enabled access to other software components that fused these datasets together and 

transmitted them via the Customer Premises Equipment (CPE) interface to the 5G network. 

The communication flow of data is twofold. Messages are transmitted from shipping 
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container to the private MEC/public clouds, but authorised cloud native applications can 

also control or update the IoT network within shipping containers.  

Figure 8: Use Case Architecture Building Blocks 

 

Figure 9: Example of data distribution network (Ports, Police, Customs, Insurance, Logistics 

and Drivers) 

Field Trials 

The experimentation and testing environment comprised of: the private 5G network area at 

and around the port and; the 4G public network areas between the port and Gravity Smart 

Campus. A total of 12 full-day trials were undertaken for the Geo-fencing and Asset Tracking 

Use Case, each using fused data from the container’s 10 sensors and 400 RFID tags. Every 

second, 600 messages were transmitted over the private 5G network (or public network 

when outside of reach). The experimentation route and geofenced area can be seen below 

in figure 10. 
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Figure 10: Experimentation Route (left) and Geofenced Area (right) 

 

For four trials, the geofenced area was exited by the truck as it travelled to Gravity Smart 

Campus. This is when data transmission and transition between the private and public 

network were tested. For the remaining eight trials, asset monitoring was tested within the 

private 5G network. In particular, three cases were tested: 

1. Theft - of goods in transit. Predefined route coordinates combined with rules around 

sensor measurements were set to signify an unexpected opening of the container 

and trigger an alert to the user. Rules included light and vibration levels which are 

set against their normal state (open/closed doors, driving/ parking) and abnormal 

state. 

2. Mishandling - of goods in transit seeks to alert users to the potential damage of 

goods. Rules were set around abnormal vibration, temperature or humidity patterns 

within the container - corresponding to, for instance, leaks or exceedingly high or 

low temperatures (pitched against normal readings such as when it rains). 

3. Wireless Identification - of goods. When the container enters a smaller geofenced 

area within the dock, wireless scanning of goods is commenced and shared between 

multiple endpoints. To achieve this, data fusion functionality must be reliable 

enough to confidently report which products have entered the dock. For this, an 

application layer KPI was created for each successful HTTP message delivered, 

allowing for end-to-end network performance to be measured. 

Baseline measurements were collected throughout and involved simulating leaks (spilling 

water in areas of the container), noting sensor readings during everyday activities (e.g. 
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parking, driving) as well as for latency and location accuracy within the public and private 

networks. 

Data Distribution and Application of AI 

Data collected throughout the trials allowed for the design of an Artificial Neural Network 

(ANN) for classification of patterns. The neural networks are fed with data from sensors and 

corresponding output indicating the state of the container (or area within it). Figure 11 

shows a potential neural network architecture for the use case’s scenarios described above. 

 
Figure 11: Potential Neural Network Architecture for Logistics 

 

2. Port Drone Surveillance and Response  

Secure and efficient surveillance systems in port premises have always been a priority. 

Vulnerabilities of existing systems, such as blind spots, electrical or mechanical failures, staff 

absence and false callouts are all significant concerns in port environments and can lead to 

theft of goods. Some tasks, such as fence inspections, have traditionally required significant 

human resource to execute. At present, it is estimated that it takes a police officer 

approximately ten hours to walk the perimeter fence line at both of The Bristol Port 

Company’s docks. 

The 5G Logistics project’s Port Drone Surveillance and Response use case was led by 

Unmanned Life and aimed to leverage the benefits of 5G wireless networks in combination 

with Mobile Edge Computing (MEC) infrastructures for more efficient and effective port 

inspection, surveillance and incident response.  

Autonomous Drone Fleet Surveillance leveraged by 5G network connectivity can provide 
aerial monitoring with extensive coverage for tracking and flexible camera movement to 
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ensure coverage of blind spots. It can also be scaled at pace, accommodating a swarm of 
drones to cover large geographical areas.  

Within the constraints of the 5G Logistics, a single drone was managed and monitored over 
a central platform, responsible for the orchestration and processing of the drone sensor 
data (like proximity sensors, camera visuals, GPS coordinates, etc.). Through a series of 
experiments, the use case was able to compare the time taken for drone surveillance and 
manual surveillance by police officers of a specific area of The Bristol Port Company’s 
Avonmouth dock (Figure 12 below). 

Figure 12 - Area Inspection Zone 

The way the Unmanned Life automated drone solution works is to allow the user (in this 

case the port police), through the platform interface, to set the type of mission, parameters 

such as flight height or drone speed and launch the mission (or set it for a later time). The 

user can see the drone location in real-time, as well as the video streaming from the drone. 

Solution Environment 

The Unmanned Life platform is composed of the following modules: 

• Unmanned Life Central Command Platform (UL-CCP) - located at the heart of the 

solution and responsible for integrating and managing all the systems involved in the 

solution via the Multi-access Edge Computing (MEC) infrastructure. 

• Unmanned Life Autonomous Control EndNode (UL-ACE) - computing unit installed on 

the drone in addition to its flight controller. Integrates with the flight controller with the 

wireless network for command and control communication and data transmission. 

• Unmanned Life Web Interface (UL-WEB) - online web interface installed on the MEC (or 

on a local machine), allowing the user to set-up and control missions and visualise the 

live streaming feed during a mission. See Figure 13 below.  

• Unmanned aerial vehicle (UAV) drone - installed with onboard sensors (e.g. for 

proximity, visual cameras for positioning, GPS, etc.) and used as a tool to carry the 

payload, for example, cameras for surveillance or inspection. 

• Unmanned Life Video Analytics (UL-VA) - collects and processes the sensor data 

streamed from the drone. This module is usually located on the MEC together with the 
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UL-CCP. However, this was not deployed on this project because of a lack of a Graphic 

Processing Unit (GPU) on the infrastructure servers. 

• Payload - Camera serves as payloads to enable specific functions such as streaming 

video to the UL-VA and enable analytics or manipulations depending on the solution 

requirements.  

 

Figure 13 - UL-WEB User Interface 
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Figure 14 - High-level architecture of the Unmanned Life platform 

Each of these modules was deployed using Docker, an open platform for developing, 

deploying, and running applications.  

The brain of the solution (UL-CCP) was deployed on the MEC infrastructure inside the 

Kubernetes environment. Kubernetes is a portable, extensible, open-source platform for 

managing containerised workloads and services, that facilitates both declarative 

configuration and automation. The advantage of using this is the self-management of the 

containers and the possibility to scale the solution up or down easily.  

Deploying all modules in the same Kubernetes pod allows the transfer of data between 

modules easily. This way there is no need to make changes to the network configuration the 

containers in the Unmanned Life Docker to communicate with each other. Figure 15 shows 

how the UL-CCP, UL-VA and UL-WEB are usually deployed in the same server (in this case 

not the UL-VA), inside the Kubernetes platform. 
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Figure 15 - High-level Architecture of the Unmanned Life Platform Integrated into 5G 
Logistics Network 

User Equipment 

Performing the UL-ACE function on the drone, a 5G compatible Quectel modem for 

IoT/enhanced mobile broadband (eMBB) applications was used to connect to the private 

network. Following installation of the 5G modem, extra configurations were required to 

connect to the radio, to discover the devices that form the Unmanned Life platform and be 

able to transfer data between the modules. 

Since the MEC server deployment did not facilitate use of a screen, it was necessary to 

configure a second laptop to display streaming data together with the detection of people 

and the user web interface. To do that, the same elements and procedures were used as for 

the drone onboard computer. A Quectel modem was attached and configured to display on 

a laptop. 

The DJI M300 RTK drone was used for the use case. Together with its payload, the camera 

Zenmuse H20 Series is depicted in Figure 16 below. 
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Figure 16 - DJI M300 RTK with Zenmuse H20 Camera as Payload 

To deploy Unmanned Life modules on the drone side, a companion computer, the Odyssey 

X86J4125800, was added on top of the drone. This was responsible for data exchange 

between the drone to the MEC (Edge) infrastructure where the “brain” of Unmanned Life 

solution, UL-CCP, is based. 

Field Trials 

To enable the execution of Unmanned Life’s solution and test the benefits of 5G wireless 

connection, experiments were conducted over the course of a week inside the private 5G 

network at The Bristol Port Company’s Avonmouth Dock. 

The use case intended to test and demonstrate a swarm/fleet of highly automated 

Unmanned Aircraft Systems (UAS) flights, but due to project time constraints, it was only 

possible to secure a flight permit approval from the Civil Aviation Authority (CAA) for one 

drone to fly. 

The drone was used to test three scenarios: 

1. Pre-planned Surveillance (Fence Inspection) - a predefined mission was created in 
the platform to perform surveillance of the fence marked in Figure 17 below. 
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Figure 17 – Pre-planned Surveillance Scenario 

2. Ad-Hoc Surveillance (Incident Response) - the edge of a perimeter was chosen for 

surveillance, with parameters such as flight height, speed, etc. set.  

 

3. Triggered Response and Emergency Services – an external trigger is received by a 

third party system acting as the user (sent by the University of Bristol Smart Internet 

Lab platform), indicating an incident (in this case a theft on the truck) and including 

location coordinates. The Unmanned Life platform autonomously creates a mission 

path and launches the drone to execute the mission as shown below in Figure 18. 
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Figure 18 - Triggered Response and Emergency Services Scenario 

 

Trials were built around the following key performance indicators (KPIs): 

• Average mission time - to assess the differences between an autonomous drone and 

a human patrol of the perimeter fence, it is important to record each flight duration 

and then process the average operational time for the specific sample scenario: 

o Fence inspection time (travel time + fence inspection time) 

o Incident response (travel time + area inspection time) 

• Battery Consumption - the extensibility and repeatability of autonomous drone 

missions for patrolling a perimeter or an area directly depends on battery life. For 

this reason, it is important to record the battery consumption per mission as a KPI 

and correlate it with each flight duration. 

 

Baselines 

In order to be able to compare the trial results with the status quo, the police were asked to 

record how much time it took them to perform the 3 scenarios manually, as well as the time 

it took to travel from the police office to the trial location, travel path shown in figure 19 

below. To account for variations across different times of day, such as for traffic, three 

baseline measurements were completed by Port Police.  
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Figure 19 - Travel Time Measurement Area 

By combining the average time it took police to travel from their office to the trial site, with 

the average time spent performing each of the trial scenarios manually, the baseline for the 

scenarios was deemed to be: 

1. Pre-planned Surveillance (Fence Inspection) - 17 mins and 39 secs 

2. Ad-Hoc surveillance / triggered response (Incident Response) - 18 mins and 40 secs 

3. Smart Junctions 

The Smart Junctions use case, led by Bristol City Council and executed by Yunex Traffic, has 

delivered a world-first demonstration of a 5G Multi Access Edge Computing (MEC) based 

solution for controlling traffic signals using private 5G and public data networks. Yunex 

Traffic integrated a number of technologies to create a smart traffic junction near The 

Bristol Port Company’s Avonmouth site.  A digital twin of the smart junction was also 

created and used to enhance existing traffic control algorithms in a simulated environment 

prior to real-world testing in the field. 

5G networks have the potential to provide ultra-reliable and low-latency wireless 

communications upon which remote operations, real-time control and data acquisition can 

be implemented. The Smart Junctions use case set out to test whether these capabilities 

could be used to solve a real-world traffic management problem – responsiveness to Heavy 

Goods Vehicles (HGV), which are slow-moving, common around ports and are significant 

CO2 emitters, particularly when stalled at junctions. How? By using 5G technology to host a 
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virtualised traffic control algorithm in the MEC and utilise 5G location data to better handle 

HGV traffic movements.  

Non-5G Smart Junction Technology (pre-project) 

Data from traditional traffic detectors such as inductive loops, combined with more modern 

above-ground detectors (e.g. cameras, radar) are used to influence traffic light timing to 

reduce congestion as shown in Figure 20 below. For reliability and ultimate performance, 

detectors are typically hard-wired directly to the traffic signal controller cabinet located 

roadside. The outstation hardware unit (mounted inside the cabinet) provides a 

communication interface between the Urban Traffic Control (UTC) online platform and the 

traffic controller, so that the online platform can gather data on traffic conditions and 

coordinate the signal timing across the intersections.   

 

Figure 20 - Overview Diagram of an Intersection Managed and Controlled Using 
Traditional Methods (source : DfT TAL 7/99) 

 

Technology - 5G Logistics Smart Junction  

• Adapted existing traffic controller technology (listed above) to take advantage of 

emerging 5G services such as location data received from the 5G core 

• Created a dashboard for monitoring the performance of the smart junction (See Figure 

21 below), capable of: fast analysis; data intake from different sources/formats; 

automatic and real-time data updates; shareability and smart visualisation for richer 

insight.  
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Figure 21: Smart Junctions Dashboard (using Home Assistant platform) 

• Stratos Outstation – hosting a standard traffic algorithm (Figure 22 below). This 

algorithm manages the site under study.  

 

Figure 22 - Stratos Outstation (algorithm host) 

• Kubernetes - a portable, extensible, open-source platform for managing containerised 

applications at scale.  

• Multi-Access Edge Computing (MEC) - using its: resilience; ability to host more 

advanced traffic algorithms; flexibility for quicker updates; scalability and potential cost 

savings from shared infrastructure.   

• Simulation of Urban Mobility (SUMO) - an advanced open-source traffic simulator.  

• Lanner router - 5G User Equipment (UE) mounted to a lamppost near the junction 

(referred to as the ‘Yunex Lanner’ in this document, to differentiate it from the Lanner 

router used by the Geo-fencing and Asset Monitoring Use Case – also referred to as the 

‘UoB Lanner’. 

• Albora Differential GPS (DGPS) – providing positional corrections to GPS signals by 

using a fixed, known position to adjust real-time GPS signals and deliver centimetre 

location accuracy. 
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Smart Junction System 

Figure 23 below shows the overall system diagram of the real-world deployment of the 

smart junction on St Andrew’s Road. It includes: 

• Traffic flow data - Recorded data, generated by the traffic detectors and sent through 

the Yunex Traffic 5G Lanner to the MEC, where both the adaptive algorithm and the 

virtualised traffic control algorithm was hosted.  

• 5G Location service data - Real world location data sent through the ‘UoB Lanner’ on 

the truck to the MEC, where it was consumed by the algorithms. 

• ST900 Extra Low Voltage (ELV) traffic controller - located inside the cabinet and 

responsible for controlling the traffic signals, specifically when the stage control data 

was sent to it from the adaptive algorithm in the MEC through the ‘Yunex Lanner’ 

router. The traffic signal status was then sent back to the MEC to be consumed by the 

traffic algorithm and adaptive algorithm.  

 
Figure 23 - Real Word Deployment: Smart Junction System  

 

Yunex Traffic used the potential of the virtual environment provided by the 5G 

infrastructure (MEC) as a new host for the traffic algorithm. The virtualisation services 

provided by the 5G architecture provided the component, storage, network resources, 

connectivity and security for such a task to be performed. In this use case, the traffic 

algorithm was deployed to the MEC inside the Kubernetes environment. This was achieved 

by creating a new interface between the traffic controller and the 5G ‘Yunex Lanner’ router 

that extended the controller interface to the MEC using the MQTT protocol. 
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Implementation Methodology 

The steps adopted to deliver the 5G Logistics Smart Junction use case included:  

• Upgrading the junction - to collect data for the SUMO digital twin and prepare the 

way for the smart junction use case 

• Deploying the traffic algorithm to the MEC 

• Designing the hardware system that allowed the traffic algorithm in the MEC to 

communicate with the traffic controller inside the cabinet via the 5G infrastructure 

• Developing an adaptive algorithm, responsible for initiating a decision on green-time 

extensions 

• Simulating the behaviour of the junction in a virtual environment using SUMO 

• Demonstrating the performance of the adaptive algorithm by integrating it in the 

virtual environment 

• Integrating the different components in the virtual test environment and making sure 

they could communicate with each other using a ‘publish and subscribe’ architecture  

• Installing the equipment ready for the field trial, figure 24 below 

• Conducting field trials, where data was collected, analysed, and used to draw 

conclusions and provide recommendations for future 5G traffic related use cases 

• Building a dashboard for the purpose of presenting and monitoring the performance 

of the smart junction.   
 

 

Figure 24 - Geographical Location of the Smart Junction: The Bristol Port Company 
(Avonmouth) site 

Figure 25 shows the developed system block diagram with required hardware components.  
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Figure 25 – Smart Junction System Block Diagram 

 

Figure 26 – Still Image From 5G simulation Model of the Three Approaches Intersection  
(St Andrew’s/ Kings Weston Lane) 

Testing 

1) Staging lab - End-to-end testing first took place in the 5G Logistics staging lab using 

realistic simulated traffic data. The lab mimicked the real-world deployment using 

the same configuration and connectivity arrangements, deployment requirements 

and scripts.  

2) Field testing - focused on testing and reporting on two features of the emerging 5G 

technology: 

• Localisation services – the ability for the network to determine and report on 

User Equipment (UE) locations in real-time 
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• Performance of the traffic algorithm in the MEC. 

 

The data was collected during 6-hour periods during each of the three days of trials - May 

16, May 30 and 9 June 2022 – and at the three approaches to the junction. 

Figure 27 below shows the travel path taken by the 5G enabled truck during trials, passing 

the Smart Junction.  

 

Figure 27 - Travel Path for Smart Junction Use Case Trials (Map Publisher Google Maps) 

 

5G Logistics - Approach to Security  

The 5G Logistics project based its security strategy on the NIST CyberSecurity Framework 

and DCMS security guidelines. Each of the use cases and network work packages (WP1-3) 

listed and ranked their risks according to the following criteria: 

1. Impact – disastrous, critical, moderate, negligible 

2. Exposure - high, medium, low 

3. Exploitability  

4. Likelihood 

 

Mitigating actions were identified for each risk. The document was regularly reviewed for 

potential updates. 

Strong network isolation was enforced with the following key approaches: 

• Sim Card to MEC Secure private 5G infrastructure for use case communication 

• Identity, tenancy and management provisioning for remote access 



 

 
5G Logistics – 2022 – What 5G Logistics Did - 32 

• Network slicing for IoT data streams, each SIM card and Edge App was operating in 

isolation  

• Containerisation and isolation of deployed functions within the infrastructure 

• Multisite secure by design 5G private networking over a lease layer 2 line. 

 

5G Core, RAN and Access Security 

Security and privacy are intrinsic to cellular networks and one of the main drivers for the 

adoption of private networks. The security architecture and procedures for the 5G system 

are detailed in 3GPP TS 33.501. The 5G system architecture utilises a hop-by-hop security 

fashion, where user’s data is decrypted and encrypted in different functions within the 

network.  

At the radio access stratum level, the Data Radio Bearers (DRBs) between the UE and the CU 

were protected using Packet Data Convergence Protocol (PDCP) with header compression 

and ciphering methods, as it is detailed in 3GPP TS 36.323 and 3GPP TS 33.401. 

The reference point connecting the 5G radio access network and the user plane function 

(UPF) is the N3 interface, which protects the integrity and confidentiality of user data and 

requires the implementation of IPsec ESP and IKEv2 certificate-based authentication as it is 

specified in sub-clause 9.1.2 in 3GPP TS 33.501. 

The 5G system also provided authentication and authorisation mechanisms as described in 

3GPP TS 33.501, assuring that the UE connected to the access network is successfully 

identified, authenticated and authorised to access the 5G services based on subscription. 

Security was not only addressed at 5G infrastructure level, but also at application level. For 

this reason, applications and services used authentication and authorisation methods and 

ensured media, floor control and data protection using the standardised principles. 

Cellnex’s testbed also implemented security mechanisms in order to control access and 

secure the infrastructure. From the Network Topology point of view, access control to the 

network was assured through a VPN and for the applications requiring internet access, a 

firewall was deployed. These minimise the risk of malware infection and that no device was 

managed by a non-identified person. 

For a more detailed breakdown of security measures, please see Appendix 3 - Network 

Security Measures. 
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4) Results 

5G Private Network Results 
 

The 5G Logistics project recorded results and achievements for both the testbed 

deployment in the field and the project’s staging lab.  

End to End (E2E) Field Network Performance Results 

The test results for the End-to-End (E2E) network are shown in the Table 1 below. Most E2E 

network results superseded initial expectations.  

 

Functionality Target Actual Results 

Bandwidth Upload 20Mbits/sec for 40MHz 
bandwidth 

60Mbits/sec 100MHz 
bandwidth 

Bandwidth Download 200Mbits/sec  
40MHz bandwidth 

450Mbits/sec  
100MHz bandwidth 

E2E Network Latency 20ms  5ms 

Availability 99.999% 91.666% 

Connectivity Successful data sessions on 
5G 

100% 

Network Synchronisation Primary Reference Time 
Clock  (PRTC)-B +/-40ns 

PRTC-B +/-40ns 

Transport Layer Latency <1us 4us 

Transport Layer 
Synchronisation 

<200ns 1us 

Transport eCPRI Forwarding 
Latency 

<1us one way 4us one way 

Table 1 - Field Network Performance Results 

 

The core network platform performed within initial targeted parameters and anomalies 

were fixed pending evaluation. Network availability achieved was 91.67%, which was below 

the project target of 99.99% for expected post release commercial systems. Evaluation of 

the availability result should consider the 5G Logistics network is an innovation network. 

Potential issues are detailed in the Network Performance Issues subsection below.  

The Radio Access Network (RAN) gNodeB radio units replaced the O-RAN radio units in the 

field deployment due to component / development setbacks. Test results, again, 

superseded targeted performance measures. 

Further results recorded and evidenced during the use case testing include: 

• Truck location applications  

o 5G location data had Differential GPS (DGPS) corrections applied from the Albora 

reference station located on The Bristol Port Company site. The stability of the 
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readings is a product of the corrections received. The corrections require low 

bandwidth and were processed onboard the truck in a Ublox F9R DGPS module. 

o Truck User equipment (UE) successfully connected to the Albora DGPS location 

application hosted on the Mobile Edge Computing (MEC) platform, over the 5G 

Logistics private End-to-End (E2E) network.  

o In terms of 3GPP Release 15, traffic steering features were delivered for 

individual SIM cards on the network. Each UE data session was carefully 

controlled and was routed to the MEC application that it was communicating 

with.  

• Drone Security Use Case applications 

o Autonomous drone demonstration proved successful E2E functionality, from the 

Quectel modem UE to Unmanned Life’s application hosted on the MEC over the 

5G private network. 

o The MEC deployment ran on Kubernetes on Wind River cloud platform and 

exposed the services on SR-IOV virtual function. 

• Successful gNB cell handovers with UE – allowing the data path for the User Plane (UP) 

to be maintained as the UE moved from one cell area to another.  

• Orchestration 

o Management and Network Orchestration (MANO) - of the use case application, 

including onboarding, virtualisation using helm charts, Layer 2 (L2) application 

configuration/functionality with recommendations made for further 

improvement. 

o NearbyONE’s Orchestration platform – was deployed and tested during this 

project. This involved a cluster registration for The Bristol Port Company site 

using Wind River, which provided an endpoint for the orchestrator to deploy the 

applications into the cluster via the NearbyONE dashboard. 

• Gravity Network 

o 3GPP and cloud platform signalling extended through the leased 10GB fibre line 

from the main Bristol Port Company site to Gravity Smart Campus. The 

connectivity that enables the 3 radios on site at Gravity campus was validated.  

o The ADVA XG120 networking switches responsible for providing the connectivity 

at The Bristol Port Company Avonmouth Dock and Gravity sites were tested in 

the field and the connectivity for all different signalling was verified. 

o End-to-end connectivity with the Gravity radio network was established late in 

the project after identifying a loose fibre connection. 

 

UE Attachments 
For each User Equipment, a dedicated MAC address was created in the UPF function of the 

core. The UPF is responsible for forwarding packets between the UE and MEC and also 

between UEs. After the initial assessment of the radio conditions, the UEs are authenticating 
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with the core by exchanging control-plane authentication messages with the Authentication 

Server Function (AUSF). An example of many UEs connected across the network is 

presented in Figure 28 below. 

 

Figure 28 – Four UEs Connected Across the Port and St. Andrews Road 

 

Figure 29 below represents the complexities of integrating the use case applications and UE 

configuration within the network (specifically for the Smart Junctions use case). 
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Figure 29 – Smart Junction Use Case Configuration 

 

Staging Lab Results O-RAN 

 

The ability to bring together a low-level and high-level design for a private standalone 5G 

network in a complex  multi-partner environment was made possible through the 5G 
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Logistics staging lab.  The approach was iterative over many design phases and key 

milestones. It was widely acknowledged among the project’s technical partners that without 

the testing and iterations in the lab, field deployment in the compressed timeframe of the 

project would not have been possible.     

Other than the build and test of the field deployment in the staging lab, the consortium was 

also able to deliver the following: 

 

- User Equipment (CPE) successfully attached to the 5G core via vRAN, proving eCPRI 

functionality, hence O-RAN 7.2 split architecture.  

- The Wireshark trace in Figure 30 below shows the eCPRI protocol communicating over 

the RU to DU link, providing the O-RAN 7.2 split disaggregated architecture was 

operational  

 

 
Figure 30 – Wireshark Trace of eCPRI on RU-DU Link 

Network performance issues 

Issues relating to connectivity or performance against targets include: 

 

• User Equipment (UE) cell reselection (field)– a detailed investigation showed varying 

radio signal power levels may have caused cell reselection issues. Across the network, 

the reselection took 1 to 3 seconds when successful, after that 1 second the round-trip 

time for a packet was between 10 and 20 milliseconds on average. Occasional gaps in 

the radio communication were observed in both the field and staging lab (a 

connectorised UE to Radio environment). This could be due to fibre transmission losses 

due to faulty installation, radio unit performance, terrestrial propagation impacts or 

something else. Airspan were made aware of the issue for further investigation.  

• UE authentication MAC messaging failures (field)- between the UE and core network 

functional components. This issue has been addressed within AttoCore’s Atto5GC 

Release 6.0.69, with software deployed and validated but testing in the field (at high 

speeds) still required. 

• Transport layer data transmission latency (lab) – figures recorded were lower than 

originally targeted. The targets were based on an O-RAN 7.2 split architecture and on 

ADVA implementing technologies across the transport layer to support enhanced 
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transport performance. Due to development delays of the 7.2 Split network in the lab, 

there was not enough time for ADVA to implement their enhanced features to support 

eCPRI services and deliver higher speeds. 

• Replication of the UPF (field) - the proof of concept for a distributed User Plane 

Function (UPF) -see Figure 31 below - on the remote site could not be demonstrated. 

This would have extended the N9 interface across the two sites and allow network slices 

to propagate across. 

 

 
Figure 31 – Layer 2 Drone Use Case Application Network Configuration 

Logistics Use Cases Results 

1. Digital Geo-Fencing & Real Time Asset Tracking 

To achieve certainty for data modelling, a 1 to 1000 miss ratio was defined as the maximum 

acceptable error, as well as the 5% data loss limit defined across all trials. These limits were 
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not exceeded. Connectivity results across the Geo-fencing and Asset Tracking Use Case trials 

can be summarised as: 

- Private 5G Network  

o Average latency observed across trials was under 7ms, with less than 5ms 

latency in most experiments and 100% data collection rate for 80% of the 

experiments. 

o Centimeter location accuracy measured. 

o Packet loss observed on days when network was not operating stably.  

- 4G Public Network  

o Container data transmitted over 4G to cloud services hosted in AWS. 

o 200ms latency, even with good coverage. 

o Data loss when travelling through areas of no coverage and during 2-second 

delayed handovers between the private and public networks.  

 

For the specific scenarios tested, key results included: 

- Theft - large datasets collected during experimentation were successfully used to build a 

model that was able to classify a “normal” scenario (without theft) and raise an alert 

based on parameters that defined a theft scenario. Theft alert was 99% successful when 

the 5G network was operational, compared to 77% baseline performance over 4G. In 

more detail: 

o Data from sensors across the container were successfully correlated to map 

patterns for normal activities and the tested scenarios. This allowed for 

differentiating between vibrations recorded in response to a person’s movement 

and, for instance, a box falling.  

o Sensors successfully detected unusual light levels according to the rules set 

(example in Figure 32 below), triggering an alert through the platform which 

included information on the location of the container. However, further 

measurements and modelling would be needed to make this work during the 

night, when light levels differ.  



 

5G Logistics – 2022 – Results - 40 

 
Figure 32: Theft Scenario Implementation During Transit 

 

- Mishandling - location tracking of RFID tagged goods was successfully fused with 

condition monitoring data (such as movement, temperature and humidity) from sensors 

inside the container to provide an average 95% accuracy in detecting simulated 

mishandling conditions. In more detail: 

o Correlations between humidity, temperature and vibration data were good 

indicators of the state of assets in the container.  

o Sensor readings for vibrations showed that a simulated collision can be easily 

differentiated from normal transport vibrations (See spikes in Figure 33 below). 

o Key patterns were observed that could inform AI for logistics, for instance, 

humidity always drops over time during transit and stabilises after 20 minutes of 

travel. Rain, while always triggering an upward trend for humidity readings, did 

not follow a specific pattern and was therefore not useful for modelling. 

 

 
Figure 33: Vibrations Pitch Monitoring Showing Simulated Collisions 
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Wireless identification of goods 

- The system was able to identify and log each of the 400 RFID tags (each representing 

separate goods) in seconds, compared to an assumed baseline of 20 minutes for the 

manual scanning of 400 goods. 

- Individual goods potentially damaged by water in transit were correctly identified.  

 

2. Port Drone Surveillance and Response 

The measurements recorded for the three scenarios were taken with the drone in stand-by 

at close proximity to the trial locations. If deployed to the port as a service, a swarm of 

drones would be strategically placed in the port’s ‘hot zones’ to ensure a wider coverage 

and faster response time. To render the trial data more realistic in a deployment scenario, 

an additional lead time of 250 seconds has been added to each measurement below to 

account for a 500m radius around the drone’s starting point. 

For testing purposes, the missions were executed at low speeds (1-2m/s). In a non-trial 

scenario, the speed of the drone can be increased to 4-5m/s, drastically reducing overall 

mission times. Considering these faster real-world speeds, trial results have also been 

recalculated using a 2m/s speed (as opposed to 1m/s). Actual recorded measurements are 

included for the scenarios tested, as well as comparisons of the baseline (manual) times 

compared to the recalculated average times. Please note that flight times include take-off 

and landing. 

Incident Response Results 

Experiment Description Battery 
consumption 

Average 
Flight 

Duration 

Comments 

Round 1 

 
14% 4m27 Drone speed of 1 m/s from the 

take-off area to the perimeter 
and at 2 m/s in the perimeter 
patrol section. 

Round 2 14% 4m27 

Round 3 14% 4m28 

Table 2 – Incident Response Trial Recorded Measurements 

Activity Type Average time for completion Time reduction 

 
Manual 

(Police officer) 

18 mins 40 sec 

(incl. travel time) 
54% 
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Activity Type Average time for completion Time reduction 

Time for incident 

response and 

assessment 

 

Automated 

Drone 
8 mins 37 sec 

Table 3 - Incident Response Trial Analysis (factoring in recalculations) 

Fence Inspection Experiments 

Experiment 
Description 

Battery consumption Average Flight 
Duration 

Comments 

Round 1 
 

11% 
15% (150m) 

3m20s (50m) 
5m0s (150m 
calculation) 

Drone speed during fence 
inspection: 1m/s 

Responding to safety 
considerations flagged by the 
port operators, the flight 
experiment distance was 
reduced from 150m to 50m.  

The flying time for the 100 
additional metres has been 
added as a math calculation 
(Time = distance/speed) 

Round 2 
 

10% 
14% (150m) 

3m28s (50m) 
5m08s (150m 
calculation) 

Round 3 
 

10% 
14% (150m) 

3m28s (50m) 
5m08s (150m 
calculation) 

Table 4 – Fence Inspection Trial Recorded Measurements 

Comparison 

(150m fence) 

Type Average time for 

completion 

Time reduction 

Manual 

(Police 

officer) 

17 mins 39 sec  

(incl. travel time) 
48% 

Automated 

Drone 
9 mins 15 sec 

Table 5 – Fence Inspection Trial Analysis (factoring in recalculations) 
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Triggered Response and Emergency Services Experiments 

Experiment Description 
Battery 

consumption 

Average 
Flight 

Duration 
Comments 

Round 1 10% 3m50s 
Average duration of the flight 
from take-off, going to the 
identified coordinates, waiting 
for 30 seconds providing the 
birds eye view of the area, and 
returning to the landing point. 

Round 2 11% 3m42s 

Table 6 – Triggered Response and Emergency Services Analysis  

The limited amount of battery used for each mission (16% drain factoring in the 250s lead 

time added), will allow approximately three similar missions to run before re-charging is 

needed. 

System validation 

The Unmanned Life System was able to operate on the 5G Private Network. While possible, 

the following issues were encountered:  

- There was no GPU on the MEC and, therefore, it was not possible to validate the UL-VA 

performance within the private network. 

- Due to the time spent debugging issues found on site related to network connectivity, 

Unmanned Life was not able to find the proper network configuration for the laptop that 

showed the GUI. As such, all missions were launched from a terminal inside the UL-CCP 

module. 

3. Smart Junctions 

The 5G enabled truck was equipped with 5G Differential Global Positioning System (DGPS). 

The vehicle position (latitude/longitude) was broadcast (in real-time) ten times per second 

and received by the extension logic. The position of the 5G enabled truck reached the MQ 

Telemetry Transport (MQTT) server in the agreed format (latitude, longitude and 

timestamp). 

The test results showed that the system can upload real-time 5G-based vehicle location 

data to the MEC, where it is stored.  

 

A truck location algorithm, developed as part of this project, was able to analyse the 

location of the vehicles and fuse this with the current state of the existing traffic signal 

control algorithm.  
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The virtualised traffic control algorithm in the MEC was able to receive real-time inputs 

from the on-street equipment and send control signals back in order to handle the 

movement of vehicles.   

 

In more detail, the following was achieved during trials:  

• Successful relocation of part of a real-time control loop algorithm into the MEC (the 

traffic algorithm). The controller in the cabinet successfully received stage control 

data to control the traffic light timing at the junction. The success of the traffic 

algorithm in the MEC being able to manage the site was dependent on the ‘Yunex 

Lanner’ (5G modem/router) being able to stay connected to the 5G network in the 

area. Any drop in the 5G connection forced the site to revert to a more basic form 

of traffic signal control, until the 5G connection was restored.   

• Successful integration of 5G location services into the developed adaptive algorithm 

and subsequent use in the detection and management of traffic. DGPS data was 

received in the MEC from the GPS receiver on the 5G enabled truck and accessed by 

the Yunex Traffic team through the private 5G Logistics network. 

• End-to-end integration testing was successful, where Yunex Traffic managed to test 

the different components of the proposed design of the smart junction. 

• Through simulations under specific conditions, journey time was shown to be 

reduced by 48% for the 5G Logistics truck passing through one of the three 

approaches to the Smart Junction (where there are higher volumes of traffic). This 

amounts to an 8% reduction in CO2 emissions and fuel consumption. See Table 7 

below.  

 

Improvement 
(%) 

ES Approach - 0.2-
0.8 (m/s2) 

NS Approach - 0.2-0.8 
(m/s2) 

SN Approach - 0.2-
0.5 (m/s2) 

Journey Time 0 48 0 

CO2 0 8 0 

Fuel 
consumption 

0 8 0 

Table 7 – Percentage Reduction in Journey Time, CO2 emissions and fuel consumption 

Resulting From the 5G Enabled Extension Logic Compared to Baseline Data 

Due to localised 5G coverage and network stability issues, it was not possible to 

demonstrate full functionality over sustained periods of time in the real-world environment, 

but with the concept proven, there is confidence that the aim of intelligent transportation 

system control can be achieved. 

 

5G innovations aside, improvements to the junction through legacy technology upgrades 

needed to support the use case have, independently of the use case, improved traffic flows 

at this congestion point. Local business organisation, SevernNet, and Bristol City Council 

recognise this as a significant benefit for the area. 
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5) Impact and Benefits 
 

5G network architecture is a step change from legacy networks, in terms of improved 

network functionality, performance and versatility of network service management. Similar 

results cannot be achieved on legacy networks today and this gap in performance potential 

will widen further as more advanced services leverage the enhanced network functionality 

of 5G. 

Below is an overview of the impact this project and its innovations have had, or could have, 

on the real world. 

5G Private Network Benefits 

Key impacts and benefits 

• Successful and productive coordination of, and cooperation between, a large variety of 

partners (including public sector, private sector, and research institutes) has contributed 

to new interoperability of products and services and diversification in the UK 5G 

ecosystem. 

• The consortium took systems from an innovation and research stage to full network 

deployment in the field, close to commercial service availability. 

• Successful development and deployment of a private network distributed across 

geographical sites (The Bristol Port Company’s Avonmouth Dock, St Andrew’s Road and 

Gravity) – with indications that the deployment has helped to attract interest from high-

tech / Gigafactory investors in the Gravity Smart Campus site. The use of a private 5G 

network for the building and management of such a manufacturing plant has been 

identified as extremely valuable.  

• The deployment delivered in the 5G Logistics project allows over-the-air updates to be 

delivered automatically to the whole network. 

• From a network site manager perspective: 
a. The nature of the RAN deployment allows monitoring of individual components 

and the ability to identify and notify the relevant software or hardware vendor to 

respond to incidents.  

b. Fibre connection between private networks can extend networks geographically 

over many miles with seamless connectivity, real-time and secure data transfer 

and monitoring across sites. This could become invaluable for, e.g. freeports with 

remote freezones, IoT enabled manufacturing across sites. 

c. Managing the MEC infrastructure with MANO and the software components 

enables central maintenance and monitoring across multiple servers and sites. 

d. A passive infrastructure provider can use this set up to create a marketplace 

environment which can adopt user applications and run billing mechanisms 

between the cell site provider and service users. 
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• The containerisation of the applications for both the MEC and UE compute hosts allows 

the accelerated onboarding of use case applications (through MANO software), using 

commercial off-the-shelf (COTS) hardware. This improves the experience for all users 

and managers of a network. 

• Experience of transitioning from a lab environment to the field suggests that, following 

the testing of solutions in a lab environment, business cases can be verified within a 

working week of field trials. 

• Any functional anomalies or network discrepancies were either resolved through 

development and reconfiguration or identified for further investigation – leading to 

valuable learning that will inform future commercial product development and 

enhanced skills / know how. 

 

Business implications 

Compared to public networks run by mobile network operators (MNOs), private networks 

offer the ability to control access to the radio network and MEC infrastructure. This control 

over network operation allows an end-to-end solution to be tailored to business needs.  

The capital expenditure requirements of deploying a private network must, however, be 

justified by resulting efficiency improvements and new business opportunities, or revenue 

that can be generated by providing use of the network to third parties.  Or instance, 

digitisation and automation of sectors can deliver significant cost savings.   

5G network capacity and scalability in terms of computing performance and the ability to 

host hugely greater quantities of UE devices, mean the network investment is future 

proofed.  

 

Logistics Use Case Impact & Benefits 

1. Digital Geo-Fencing & Real Time Asset Tracking 

The use case successfully implemented a digitally geo-fenced zone and real-time asset 

tracking with centimetre location accuracy. Highly accurate detection of goods leaving the 

geofenced zone and changes in goods’ condition were monitored with millisecond latency. 

5G Logistics technology and use case alerts, if reacted to effectively, have the potential to 

contribute to reducing theft and goods damage/spoilage in transit (multi-million-pound per 

year problems for the UK logistics sector). 5G networks enable 200 to 1 faster message 

communication between sensors and data users, as well as a 5 to 1 improvement for the 

total devices connected per radio. These features provide the capability for real-time data 

streams for thousands of goods vehicles and are key to the scalability of the solution. This is 

not currently achievable with legacy networks. 
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During trials, the 5G Logistics system was able to identify and log 400 RFID tagged goods in 

seconds – a task that would take around 20 minutes using manual scanning processes. In 

the real world, this would translate into significant efficiency savings for the ports and 

logistics sector more widely. It could also mean a shift for port workers from less repetitive 

manual tasks to more desk-based activities and could reduce injuries resulting from 

handling goods.  

The project contacted Border Force to review potential benefits for customs processes, 

however, sufficient information was not received to determine efficiencies in customs 

checks and clearance of goods. Despite this, the applicability of the precise location tracking 

and instant alerts to freeports with remote freezones was investigated at an academic level, 

resulting in a conceptual model being developed by Cardiff University with support from the 

University of Bristol (academic papers on this are expected to be published after project 

end). Figure 34 below depicts this generic 5G-enabled freeport model. Table 8 explains the 

value potential for freeports.  

 

Figure 34 - A Generic 5G-Enabled Freeport Model 
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Activity What happens 

now (4G etc.) 

How does 5G 

enhance this? 

Impact on 4Vs (added value) Implications for 

Freeport 

Volume Variety Velocity Veracity How this improves 

Use cases 

Location 

request  

Devices self-

report their 

location 

information to 

cloud computing 

infrastructure  

(stochastic)  

5G Core 

functionality can 

request 

information 

dynamically from 

user equipment 

(UE)  

(deterministic) 

Application 

Driven, 

Scalable  

The 5G core can 

adapt the 

update interval 

per UE allowing 

dynamic 

information 

gathering based 

on schemas 

Having 

functionality 

implemented at 

the MEC allows 

fast, hardware 

accelerated 

decision 

making   

Deterministic 

latency, jitter and 

increase in location 

prediction. 

Subsequent increase 

in accuracy from 5G 

3GPP release 16 

onwards   

UK Gov requires 

Freeports 

securely control 

and monitor 

movement of 

goods in, out and 

within Freeport 

zones  

On-site 

machine to 

machine 

services 

Bespoke 

hardware and 

software based 

on precompiled 

libraries targeting 

ageing and 

discontinued 

operating 

systems 

Cloud native 

architecture 

utilising 

virtualisation and 

containerisation 

architectures 

supporting 

different host 

operating system 

and hardware 

architectures  

Scalable, 

Multitenancy 

provisioning 

Different 

software 

vendors can 

share resources 

Multitenancy 

network 

characteristics 

allow different 

priorities on 

applications 

Allows true 

interoperability 

based on standards 

(e.g. Request for 

Comments (RFCs) 

and 3GPP), ensuring 

compatibility even 

in continuous 

integration 

situations 

Connects the 

different 

information flows  

https://www.3gpp.org/release-16
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Activity What happens 

now (4G etc.) 

How does 5G 

enhance this? 

Impact on 4Vs (added value) Implications for 

Freeport 

Volume Variety Velocity Veracity How this improves 

Use cases 

Multiplanar 

and multilayers 

communication 

and security 

Systems are 

separated 

between isolated 

islands with 

occasional 

internet-based 

endpoints and 

cloud service 

providers 

Private networks 

and Cloud 

computing allows 

greater interaction 

between the 

entities. Private 5G 

networks offer the 

best possible 

network security 

today. 

Customisable, 

secure by 

design 

Multiplanar and 

multilayer 

hardened 

network 

architectures 

harnessing the 

power of 

virtualisation 

Services and 

network can 

coexist on large 

servers 

providing 

remarkably high 

bandwidth 

Trusted architecture 

utilised in large IP 

protocol-based 

datacentres that 

migrates into 5G 

core 

Enhances the 

capabilities of the 

onsite private 

network, 

including 

interfacing with 

3rd Parties 

outside the 

network. 

Table 8: Summary of Value Creation by 5G in the Case of a Freeport 
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This conceptual model provides a good starting point for emerging freeports around the UK, 

together with government, to build on. While the West of England was still in the running to 

become a freeport at the time of project initiation (something which informed this use 

case), the potential benefit for regional actors of the network and the tracking and 

monitoring solutions remain. For instance, the possibility of easily re-connecting The Bristol 

Port Company site to the Gravity site means similar tracking solutions could still be 

leveraged, should an advanced manufacturing tenant be secured at Gravity.  

The project use case’s logistics Application Programming Interface (API) was responsible for 

providing sensor data, inference data and control commands such as creating new alerts 

and communicating between stakeholders. API calls were responsive under 10ms on 

average, equivalent to a 400 to 1 improvement on hosting on Amazon Web Services (AWS) 

servers. Other than performance improvements, a cloud service could host one instance of 

the University of Bristol Smart Internet Lab software, monitoring circa 100 shipping 

containers, for circa £100 per month compared to the capacity to host many times that for 

free on a private network.  

Gaining a detailed enough understanding of logistics sector processes to design use case 

measures with direct and specific applicability proved challenging within the project 

timeframe and with the skills and resource available to the use case. As such, the use case 

focused on proving the technology capabilities. Further work, led by industry experts, on 

technology-market fit would be needed to capitalise on these commercially promising 

findings. 

 

2. Port Drone Surveillance and Response 

Experiments at The Bristol Port Company’s Avonmouth Dock were fundamental to 

demonstrate the feasibility and potential benefits of an autonomous drone-based solution 

to execute patrolling and surveillance activities. Analysis of the measurements collected 

during the experiments verified benefits associated with two real-world scenarios for Bristol 

Port Police. Please note that calculations consider that personnel would still be required to 

monitor video streams from the drones during incident response:  

 
1. Inspection time – 48% reduction in time taken to inspect a 150m segment of physical 

fence using a drone instead of police personnel. The ability to deploy automated drones 
multiple times a day to execute surveillance missions offers the potential to increase the 
efficiency of inspections, providing earned value that was not directly measurable in this 
project. 

2. Time for incident response and assessment - 54% reduction using a drone versus police 
personnel to check and assess the situation in a 150m segment of physical fence. 
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Wider economic and efficiency benefits of this use case, while not directly measurable in 

this project, include:  

▪ Cost saving from freeing up police personnel to undertake higher-value and 

potentially more fulfilling activities, with positive effects on staff retention and skills 

development 

▪ Earned value for shippers and trust in the port as a result of avoiding 

theft/incidents because of the higher frequency of surveillance and quicker 

response times and visibility 

▪ 24-hour deployment availability without additional costs. 

 
This solution also has the potential to be leveraged and seamlessly integrated into external 

and enterprise asset management systems already in place in customer premises (e.g. 

surveillance systems), to allow highly automated systems to improve the overall value of the 

investment and boost the efficiency and safety of the processes. 

 

3. Smart junctions 

A key aim of the smart junctions use case was to reduce idle time at stop lights, with 

consequent reductions in CO2 levels and fuel consumption. A 48% reduction on journey 

time was recorded for one of the three approaches (where there are higher volumes of 

traffic). This was calculated as an 8% reduction in CO2 emissions and fuel consumption. 

Latency stability at 20ms or less is required to enable the relocation of the control loop to 

the MEC and is not achievable with legacy networks. This promising measure of impact 

requires further investigation to determine wider benefits, including: 

• Cost saving - Until commercial 5G network services are plentiful, there is insufficient 

evidence to confirm whether the provision of traffic control algorithms in the MEC will 

save money. The expectation is that when multiple on-street devices take advantage of 

MEC services, this should scale like the cloud service model (e.g. for a single compute 

unit like a traffic outstation, the cost of adding a 5G intelligent modem is significant and 

currently more than the cost of the outstation plus basic 4G modem). The economies of 

scale need to come into effect for the solution to be cheaper in terms of capital 

deployment costs. In this scenario further consideration is required of whether the 

solution is sold “as-a-service” (i.e. can the local authority withstand increased 

operational costs in light of savings in capital expenditure).  

 

• Productivity enhancements - During the trial, when the 5G network was stable, it was 

quick and easy to provide updates to the traffic algorithm software in the MEC. For 

future solutions, the software defined network architecture and ability to use 

Kubernetes clusters opens up DEVOPS integration opportunities which inherit a lot of 
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5G functionality and reduce development effort. Deployments could be automated and 

continuous out to the edge devices (one or more MECs). Whether the business 

appreciates that value will depend on the up-front cost verses operational costs of the 

business model. 

 

• Increased revenue  - For users, it looks like a move to an ‘as-a-service’ business case 

makes most sense. There is an opportunity for cost saving (from other benefit 

categories) once customer pricing is available. A side benefit is that 5G services which 

reduce development effort, free up resource for other revenue generating projects.   

 

• Increased customer satisfaction - Once there is a stable network and a polished MEC 

access platform (e.g. like AWS or Azure consoles), the customer experience should be 

high with a better integrated view of the entire networked estate that could enhance, 

debug and service offerings. Today, there are some great solutions (e.g. Mobius LTE) 

which allow Yunex Traffic to reach all of the on-street estate securely, but 5G takes this 

to the next level and is an aspect that Yunex intends to explore in more depth in a 

future collaborative project.    

 

• Improved security - The reduced attack surface of an application running in Kubernetes 

in the MEC is an advantage. Traffic algorithms like MOVA from TRL are not frequently 

updated and therefore any vulnerability in a network facing interface has to be handled 

through additional access controls with operational costs. By inheriting the 5G security 

model and operating MOVA in the MEC, this reduces the need for these extra security 

activities and increases the value proposition of 5G. 

 

• Increased network availability - This is not yet proven. Due to the limited time spent 

trialling the solution, 5G system stability and performance was not optimised. It was 

therefore not possible to conclude the deterministic character of the latency necessary 

for the viability of deploying the use case more widely. 

 

As a proof-of-concept, the smart junction use case proved that it is possible to augment 

existing investments in intelligent traffic systems by incrementally adding new features and 

enabling new innovations. The ability to provide long-range detection of vehicles without 

adding remote, infrastructure-based sensors and the associated ducting has the potential to 

reduce capital investment costs as well as reduce maintenance costs once 5G location 

services become more widespread.  

Since it is not realistic to assume that all vehicles will be fitted with a 5G device, the business 

case for investment must be centred around a use case where the 5G location services offer 

benefits or savings through augmenting existing detection assets. By fusing data from 5G 

with traditional on-street detection, more complex models of traffic flow can be built. 
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Yunex Traffic believes that the earliest opportunity for benefits to be realised will come 

from integrating the location service data into the new algorithms being developed, like 

FUSION (a new approach to traffic optimisation that is compatible with the infrastructure 

investments local authorities have already made and has potential to incorporate 

additional, new data sources).  

4. Overall 

While overarching benefits such as helping to build a more diverse UK marketplace for 5G 

and attracting investment are covered in the sections above, other wider benefits include: 

- Further cementing the West of England’s reputation as innovative and committed to 

digital connectivity to support better ways to move, work and live 

- Fostering partnerships and building skills that will help the West of England and 

partners to deliver our future digital connectivity, starting with… 

- Spin-off DCMS funded projects and partnerships (Franc Programme & Shared Outcomes 

Fund): 

o  O-RANOS project - involving AttoCore, Cellnex, University of Bristol Smart 

Internet Lab 

o UK 5G DU-Volution project - involving ADVA and inspired by 5G Logistics 

o Digital Connectivity Infrastructure Accelerator (DCIA) project - involving the West 

of England Combined Authority and Cellnex 

- Showing how public support and leadership can spark and accelerate R&D/innovation 

between organisations to deliver new products and services to market that address 

societal challenges 

- Getting more businesses thinking about how the next generation of digital 

communication can be leveraged to deliver efficiencies, security and create new 

business opportunities. 

 

Please refer to the Comms, Collaboration and Dissemination section for more detail on 

how the 5G Logistics project has delivered these benefits. 
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6) Lessons Learned 
 

The project and its 12 partners learned a number of valuable lessons throughout, whether 

relating to the management of such projects, development or delivery. These are explored 

below.  

1. Bid Stage 

When developing the bid, it is key to gain a common understanding between partners of 

each other’s motivations and objectives. Without understanding these, decisions and 

actions during the project can inadvertently get in the way of some of those being realised, 

or may lead to delays and disengagement. It is advisable to foster open discussions between 

partners about motivations and things like partner product roadmaps early on in the 

project, log these where appropriate and revisit periodically throughout the project to 

ensure a common understanding is maintained and objectives met. 

Those partner product roadmaps should be considered in initial project planning to better 

align the project outputs with the expected milestone deliverables and within expected 

timeframes.  

Significant capacity is required to manage a project involving a large and diverse group of 

partners, while meeting DCMS reporting requirements. 5G Logistics included partners from 

several sectors, with differing interests, knowledge, experience and approaches to project 

management. Significant work is required to coordinate input and ensure shared 

understanding.  

Expectations around public funding requirements including reporting, claims, benefit 

realisation, collaboration and comms should be set at bid stage to ensure partners build 

sufficient resource into their budgets. The regular project management meetings and 

administration should also be factored in, as this was underestimated by most partners 

prior to project initiation.  

Allowing for more time from the award of funding to the start date would help ensure the 

necessary human resource is secured by partners.   

Sustainability planning needs to be built into discussions with partners from the project 

outset. Creating infrastructure for a research project means that business cases for ongoing 

investment cannot be confirmed until proven. Partners will be reluctant to commit to the 

ownership and associated costs of maintaining infrastructure as a result. As the business 

cases evolved over the course of project delivery, on-going discussions between partners on 

re-use, support and commercials offer the potential to maintain the network after project 

closure. 
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With this in mind, it is important to factor fibre provision into the project’s budget and 

timeline. Fibre procurement and deployment is costly in time and money. When dealing 

with third party providers such as OpenReach, there is little sight or influence over 

processes and timings. Long lead times, slow reaction times and the inability to contact 

individuals for clarifications and updates were an ongoing issue and led to uncertainty and 

delays at a critical time in the project. Regular follow-ups were needed after completion of 

every stage and updated delivery schedules were not automatically issued and had to be 

requested. Escalation to the highest level improved communication, but already after 

significant delays to the deployment. 

Commercially available 5G User Equipment (UE) was not readily available in the UK at the 

start of the 5G Logistics project. Though some mobile handsets were on the market they did 

not function in n77 Standalone (SA) mode. This led to delay in engagement between the 

network and use cases as we were unable to connect in the test lab and therefore confirm 

end to end connectivity. Collaboration with other 5GTT projects through the UK5G led 

Devices initiative helped to identify where the issues lay and to source appropriate UE (or 

components to create novel UE) and / or configure these to work.  

There is a need to ensure clarity when planning integration of the use cases with the 

Network Architecture and the maturity of features required. This includes user equipment 

(UE) and network capabilities. A better understanding of UE's capabilities along with 

engagement in advance from the vendors would be beneficial. The roadmap for UE was not 

aligned with some of the needs of the project and so required considerable extra work from 

partners and suppliers such as Lanner. More time set aside for upfront system integration 

planning would be helpful. Having a UE partner (e.g. handset manufacturer) as a 

stakeholder in the project could also have been helpful.  

The commitment of Use Case owners to engage in the ongoing development of use case 

solutions and trials, to make these as relevant as possible to end users, should be clearly 

articulated in the project proposal to ensure appropriate levels of resource, skills and 

budget are allocated. End users with limited technical network understanding have limited 

capacity to engage with the design of solutions and so have heavily relied on network and 

university partners to drive the use cases and integrate solutions. This undermines the 

potential sustainability of the use cases after project end. Ongoing discussions should be 

undertaken to ensure use case partners and network partners are engaged in designing 

solutions with the potential for real world application. A market study at bid-stage would 

also help to propose solutions that build on the state of the art and consider wider 

regulatory and practical considerations.  

Technology Readiness Levels (TRLs) need to reflect the maturity of the project type. With 

5G Logistics being a proof-of-concept project, the expectations on reaching a commercial 

solution within the duration of the project need to be managed appropriately as it takes 

time for innovation learning to feed into a commercial plan. TRL reporting has been 
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completed to reflect products and services that are not expected to reach market TRL 

during the project. 

Core benefits of the use cases and how they can be baselined must be considered in the 

project feasibility stage. Interests and assumptions in relation to benefits often differ 

depending on each partner’s sector, i.e., academic, network, or use case owner. It can be a 

challenge to pin down specific benefits in a quantifiable way, especially when something 

new is being developed and tested with no obvious baseline to compare to. Though internal 

sessions were held to explore approaches, further work with industry experts leading on 

technology-market-fit solutions may be beneficial to refine benefits and capitalise on 

findings.  

For full validation of use cases and maximisation of benefit, it would be valuable to 

maintain infrastructure and provide opportunities to businesses operating in a similar 

sector to use the network and/or services for development and testing that will accelerate 

their and the UK’s digitisation roadmap. 

2. Development 

The most important lesson learnt while developing and delivering the network and use 

cases was that openness of partners throughout the project is key to enable successful 

delivery.  

The importance of pre-staging the network cannot be underestimated. It allowed the teams 

to resolve logistical challenges in a controlled environment and prove the network ahead of 

going live in the field – which proved critical for allowing use cases time to test in the field. 

The staging lab also allowed successful deployment of the O-RAN solution, which was not 

possible in the field due to unavailability of the appropriate radios within the project 

timeframe. In future undertakings of this nature, the provision of a staging lab should be 

built into the project plan.  

Regular reviews of the overall aims of the project should be scheduled to ensure they 

continue to be met as the project develops and changes. Partners’ priorities should be 

negotiated to ensure all stakeholders’ needs are met, where possible and whether from an 

academic or commercial organisation, leading a work package or part of one.   

A private 5G network is considerably more complex than other types of network, e.g. a plug 

and play Wi-Fi network. Deployment and delivery complexity prevents delivery by any other 

than 5G specialists. Business cases should be developed by network companies using a 

‘Private-5G-as-a-service’ model. This would provide the benefit of businesses using the MEC 

without the complexity of having to deal with 5G radio systems. 

When delivering components of the project that emerge during development, clearly 

identified roles and responsibilities must be agreed. New opportunities for delivery 

mechanisms (e.g. UE options, visualisation platforms) that emerge when developing use 
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cases need clear leads for both provision and decision-making, and consideration needs to 

be given by partners who have limited capacity to support development / integration 

outside of budgeted contributions. Flexibility in budgets and the ability to add human 

resource is helpful. 

AI integration should be a significant focus in future 5G projects. Data collection and 
networks, while they continue to be innovated, can have their value amplified through more 
work on AI exploitation. This could be game changing for industry.   

Civil Aviation Authority (CAA) flight permits for drones proved complex when deploying 

novel technology and an automated solution. The full application process jumped from an 

estimated 4-8 weeks to 20 weeks before final permission was granted. It is recommended 

that more time be worked into future project plans for drone licence applications in 

countries where similar solutions/deployments have not previously been approved. That 

said, pre-validation of orchestration in the staging environment contributed to a quicker 

CAA approval in the field. 

3. Delivery 

As the project progresses, sense checking the initial scope of work to validate expected 

outcomes on a regular basis will help manage end of project expectations. A number of 

issues were faced during the project which affected what could realistically be achieved 

within project constraints.  

With current global component shortages and supply chain difficulties, forward planning 

and flexibility were required. Obtaining equipment and components was challenging at 

times and change requests for additional time were needed to allow for extended delivery 

schedules. 

In light of supply chain issues, sufficient time and contingency was needed to accommodate 

changes to network architecture. A limited number of companies supplying O-RAN network 

equipment severely reduced mitigation options available within the project timeframe. For 

chip sets the situation is even more challenging. This had an impact on not only price but 

also the ability to complete field deployment and testing in time for use case trials. The only 

solution would be to schedule more contingency where possible.  

5G infrastructure needs to be deployed and tested before use case field testing begins. Time 

should be allowed for upfront system integration planning to ensure the needs of both 

network and use cases are understood and met. Time is also needed for use case 

deployment testing and debugging before trials begin. Due to deployment delays caused by 

equipment availability timescales, this was not possible for some use cases, for which 

testing, debugging and trials were forced to be run in parallel. 

Subcontracting was needed for various parts of the network architecture. There was an 

underestimation of the resource needed by those companies for system support. If the 
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need for this resource had been appreciated in advance, it could have been managed more 

efficiently. A more detailed review of initial reference architecture could have identified the 

issue earlier. 

Not all deployment teams had sufficient training to install the equipment ahead of the field 

deployment. The equipment was novel and time was in short supply. A checklist of 

equipment for each deployment would have been useful and sufficient training or 

accreditation ahead of installing in the field would have reduced issues.  

Complexities of 5G technology and working with multiple partners are now far better 

understood by the consortium. This has given some partners the confidence to get involved 

in further collaborations together.  

Differential GPS (DGPS) assisted 5G location services were shown to provide approximately 

1cm accuracy in near real-time over a 5G network. However unassisted 5G location services 

were not tested due to lack of current functionality. The lack of availability of 3GPP Release 

16 (r16) UE with capability to support 5G-NR r16 position location severely impacts the 

accuracy of position location at this time (estimates of performance based upon 3GPP 

simulations suggest accuracy in the range of 50-250m). DGPS provided the accuracy 

required for this project. 

4. Policy/Regulation Change 

The current Ofcom low power licence limits antenna height to 10m agl (above ground level). 

Considering many UK ports are in urban areas, the current Ofcom licencing process poses 

issues with upscaling the current 5G Logistics network to other ports. This potentially rules 

out use of some port infrastructure and may increase the cost of the network. 

5. Security  

Security was implemented following network and application best practices. In particular, 

network deployment and configuration were conducted under a secure remote connection, 

and IP management was recorded and monitored throughout. The applications enabling the 

project use cases also implemented security principles (i.e., encryption between nodes such 

as drones and cameras) and were allocated IP addresses from predefined lists. Despite 

having most of the security principles implemented within the project design, 

implementation, and delivery phases, several lessons were learned that 5G Logistics can 

share with future projects: 

 

• Security Strategy - the guidelines from DCMS to develop a security strategy for the 

project were useful and together with the NIST Framework enabled the consortium to 

gather and assess potential threats. However, the management and continuous 

monitoring of the framework itself and potential new threats was challenging and 

sometimes counter-productive, as it was not efficiently manageable in a document 

format. A purpose-built tool would have made the monitoring and updating of the 
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strategy far simpler and easier to manage among multiple stakeholders. To this end, 

future projects would be prudent to consider such tools for comprehensive cyber 

security strategy initiation and maintenance. 

• Ticketing System - one of the most important lessons regarding security, but possibly 

also management of the project’s processes, is the utilisation of a ticketing system. Tasks 

were generally communicated via email and online calls, resulting in information being 

lost and/or not shared across all stakeholders. Furthermore, multiple email exchanges 

without task or issue IDs created blind spots within the development lifecycle which 

could have resulted in hidden security threats. A ticketing system could have 

contributed to more efficient communication between partners and easier correlation of 

security dependencies with each technical task identified and documented. 

• Device Management - although 5G Logistics did not deploy more than a couple of dozen 

UEs, device management could have been implemented better. In particular, during the 

first two-quarters of the project, a plethora of devices were tested to identify which 

ones were operating successfully. The project suggests that future research grants 

related to 5G identify a list of devices that have been tested and are secure and 

operational. Radio providers could bid with this information in place and not leave it for 

the design phase, leading to delays and security concerns. 

• AI Adversarial Attacks - In 5G Logistics, an attempt was made to implement two 

machine learning models for real-time shipping container condition identification. 

During the development of the models, adversarial attacks were not taken into account. 

This was not a massive concern due to the project's experimental nature. Future 

research and development projects using AI in production environments should consider 

a focus on AI security, and specifically adversarial attacks, paramount. 

• Kubernetes in the MEC - from a Smart Junction use case point of view, the reduced 

attack surface of an application running in Kubernetes in the MEC is an advantage. 

Algorithms like MOVA are not frequently updated and therefore vulnerability in a 

network interface have to be handled through additional access controls, VPNs etc. 

which has an operation cost. By inheriting the 5G security model and operating MOVA in 

the MEC, the need for these extra security activities is reduced. 

 

6. Next steps  

 

Network 

Due to having the network live in the field for a shortened period of time, network plan to 

continue investigating unresolved issues relating to RAN, core and server platforms. Issues 

include UE call instability, especially regarding UE cell reselection, gNB cell handovers and 

UE authentication MAC failures.  Further interrogation of the network would be required to 

identify and resolve these. 
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Due to the early stages of development of these network solutions, scalability, in business 

terms including Business Support Systems (BSS), was not addressed within the scope of this 

project. When possible to deliver such a network commercially and place a cost on it, 

business cases for the use case solutions can be worked through.   

Radios 

Experience and knowledge gained through integration of O-RAN system components within 

the project has advanced progress towards O-RAN readiness. Next steps for Airspan will 

include a further extension of the feature set of both the gNB and the O-RAN solutions, 

building upon some of the achievements and learnings from the 5G Logistics project.  

For outdoor applications, Airspan is currently delivering the Air5G 4700 which is O-RAN 

compliant (interface is network architecture Split 7.2), dedicated 16x16 mMIMO Macro-cell 

RU for Air-to-Ground applications and future plans include the Air5G 6700 Macro which is a 

64T64R RU design for general availability.   

 

 
Figure 35 – Airspan 5G Sub-6GHz Outdoor Solution (SA) 

 

NearbyONE Orchestration Supported by Wind River 

While the applications were successfully orchestrated into the MEC, given the complexity of 

integrating the use cases with the MEC, the experiments were carried out via manual 

deployment using a command-line interface (CLI). Due to extensive manual integration and 

testing of the use cases and the lack of time and resources for the remainder of the project, 

the onboarding of these applications into the NearbyONE orchestrator became unfeasible 

within the project timeframe. It is noteworthy to clarify, however, that the current status of 

all applications' helm charts is fully compatible with NearbyONE. The only missing part of 

the process is the onboarding of the already manually-tested helm charts and the 
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development of the necessary NearbyONE manifests that describe orchestration 

configurations. 

NearbyONE recommends that helm chart applications are parameterised as much as 

possible. This allows for easy reconfiguration of applications at deployment time. Some 

important parameters are: 

• Namespace: parameterised or removed. NearbyONE can provide unique ones. 

• NetworkAttachmentDefinitions: Parameterised labels and IPs allow the same helm 

chart to be used in multiple nodes 

Digital Geo-Fencing & Asset Tracking Use Case 

During the testing phase, challenges were identified in relation to the shipping container 
technology and network communication, which were not addressed in this project and 
would require investigation: 

• Retrofitting technology in existing containers – the economic and practical 
feasibility of embedding sensors, cables and antennas, as well impact on the 
integrity of containers.  

• Communication overseas - to enable the technology to function overseas, satellite 
terminals would need to be used (e.g. StarlingX) and power sources secured when at 
sea.  

• Public network blind spots - there are several "blind spots" or areas without 
connection for some miles, which means the container would have to save data 
locally and transmit when back in range of a network.  

• Economics of technology - a proof-of-concept is expensive to implement especially 
for commercial use. The technology would need at least another 6-12 months to be 
developed and become more economically viable. 

Smart Junctions 

The reliability of connection to the 5G private network and small sample size were 

insufficient to provide adequate data for conclusive results or quality of service for the 

smart junction use case. The latter relates to gaps in data when the UE on the truck tried to 

switch connection between the 5G small cells along St Andrews Road, with handover failing 

in some scenarios and data being lost. This is an area of potential future investigation and a 

necessary step towards making the use case workable.   

 

Yunex Traffic is now well prepared to exploit 5G multi access edge computing (MEC) and 5G 

location services in its road-mapped products. Learning from the 5G Logistics smart junction 

use case will be applied to its next generation of optimisation algorithms. i.e. FUSION, which 

offers a new approach to traffic optimisation compatible with infrastructure investments 

already made by local authorities. By ingesting new data sources, such as those from 

connected vehicles and in future, 5G networks, potential outcomes can be modelled in real-

time using digital twins to provide optimisation that adapts to smart city objectives. Since 

5G will likely underpin smart city communications in future, the ground-breaking work 
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undertaken by Yunex Traffic’s UK based innovation team should accelerate the 

development of more sustainable intelligent transport systems. 

 

While not in the scope of this project, with the concept proven, there is potential to 

contribute towards future unmanned vehicle capabilities. 
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7) Comms, Collaboration and Dissemination  
 

Beyond what has been technically delivered and proven, wider benefits of the project include 

those derived from comms, shared learning and most of all the building of relationships 

between key actors in the delivery of our future digital communications systems. Some of the 

objectives laid out in the Communications workstream of the project (work package 5) 

include: 

 

- Build interest in the benefits of 5G private networks among logistics operators 
- Gain insight from and engage the port sector with regards to 5G challenges and 

opportunities through the 5G-Enabled Smart Ports collaboration, helping to validate 
project use cases and develop future ones that will support business models 

- Raise awareness of alternative suppliers of 5G networks 
- Cement The Bristol Port Company and Gravity Smart Campus as enablers of economic 

growth through their investment in state-of-the-art connectivity and future technologies 
- Help to build connections between businesses, research bodies and the public sector, in 

order to grow the UK’s 5G ecosystem and increase local and national impact 
- Support vendor diversification by promoting tech partner roles in the project 
- Promote the West of England, its businesses, research facilities and partners as an 

innovative region and worth investing in 
- Demonstrate world leadership in 5G 
 
Through a shared programme of activities, the consortium has contributed to achieving 
those objectives. Summarising activities and outputs from 5G Logistics, the project took 
part in, generated or delivered approximately: 
 

• 129 social media posts, with 2968 interactions 

• 30 partner channel posts / articles 

• 22 conferences 

• 16 press articles 

• 10 collaborative workshops with external projects / actors 

• 3 project videos, with 691 views collectively 

• 1 5GTT collaboration report 
 

Highlights  

5G Smart Ports Collaboration – Final Report  

Titled “Anchoring 5G in UK Ports - Understanding how to accelerate the roll out of 5G 

within the UK port sector”, this report is the result of a collaboration between partners in 

the 5G Logistics project (led by Cardiff University) and the 5G Ports project (led by 

Hutchinson Ports in Felixstowe). The projects reached out to the UK port sector through 

workshops and interviews to draw a picture of the opportunities and barriers to 5G 

adoption in ports. Available soon on the 5G Logistics webpage. 

https://www.westofengland-ca.gov.uk/what-we-do/innovation/5g-logistics/


 

5G Logistics – 2022 – Comms, Collaboration and Dissemination - 64 

 
Figure 36 – Title Page of 5G Smart Ports Collaboration Final Report 

5G Logistics videos

 
Figure 37 – 5G Logistics Video for the UK’s 5G Showcase 2022, March 2022 

(YouTube, West of England Combined Authority) 

https://www.youtube.com/watch?app=desktop&v=YaTLNOaM6to
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Figure 38 – 5G Logistics Videos on YouTube by Cellnex (left) and Unmanned Life (right) 

 

5G Logistics Demo Events 

The project held two half-day events on 26 May 2022 at The Bristol Port Company, including 

network and use case presentations, two distinct panel sessions and guided tours of the 

network infrastructure and kit on the docks. 

 

 
Figure 39 – 5G Logistics Demo Event 

 

Conferences 

Some of the most notable of the many external conferences the project presented at 

include Multimodal 2021, Small Cells World Summit, Mobile World Congress, the UK’s 5G 

Showcase 2022 and the Smart City Summit & Expo, Taipei.  
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Figure 40 – 5G Logistics and 5G Ports Projects at Multimodal 2021 and the UK’s 5G 

Showcase 2022 

 

Local Engagement 

The project engaged with the  business community around The Bristol Port Company estate, 

highlighting the project’s potential long-term benefits for the area. This was done through 

SevernNet, an organisation bringing together over 200 businesses, local authorities and 

stakeholders to transform common challenges into opportunities, stimulate local jobs and 

skills and enable more sustainable growth.  

Press 

Highlights beyond the project announcement coverage include a summary of our project’s 

state of play in March’s showcase special edition of the UK5G Innovation Briefing Magazine 

and an article in the Spanish publication El Confidencial. 

https://www.elconfidencial.com/tecnologia/2022-05-20/5g-logistica-puerto-bristol-cellnex-bra_3414413/?utm_source=twitter&utm_medium=social&utm_campaign=ECDiarioManual
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Figure 41 – Innovation Briefing UK 5G Showcase Special Edition 

 

The summary figures above do not include planned ‘project end’ communications, which 

will be centred around press releases sharing the Project Report and topic-focused videos, 

targeted at the following audiences (media and trade bodies): 

1. Port & logistics  

2. Telecoms / IoT / Smart Cities  

3. Public sector 

4. Regional / poss. national businesses 

 

 

Get in Touch 
 

For more information on the project, please visit the 5G Logistics webpage on the West of 

England Combined Authority website.  

 

To get in touch with the project or individual partners, please contact:  

 

weca5glogs@westofengland-ca.gov.uk 

https://www.westofengland-ca.gov.uk/what-we-do/innovation/5g-logistics/
mailto:weca5glogs@westofengland-ca.gov.uk
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8) APPENDICES 

Appendix 1 – 5G Logistics Partners and Supporting Organisations 

 

West of England Combined Authority: a regional government body bringing together three 

local councils: Bath and North East Somerset, Bristol and South Gloucestershire. The 

Combined Authority led the delivery of the project, reporting to the project funder, the 

Department for Digital, Culture, Media and Sport (DCMS).  

ADVA: a telecommunications vendor providing network equipment for data, storage, voice 

and video services. ADVA is led on the development and delivery of the project’s optical 

switching multi-site gateway.  

Airspan: a 4G/5G Radio Access Network (RAN) hardware and software vendor with a strong 

research and innovation division. Airspan provided the project’s all-in-one gNodeB solution 

and Open Radio Access Network (O-RAN) and 5G radios, antennas and software for the 

project’s distributed units (DU) and centralised units (CU). Airspan also hosted the project’s 

staging lab in its Slough premises.  

AttoCore: an SME that develops ultra-mobile core network software technology that can be 

deployed in consumer, professional and enterprise scenarios. AttoCore provided the 5G 

Core and slicing capability, allowing the neutral hosting of several logistics services over one 

private network.  

Bristol City Council: the local government authority for the largest city in the West of 

England region, with an estimated population of 463,400 and one of the ten ‘Core Cities’ in 

Great Britain. The council is leading on the 5G-enabled smart junction use case, supported 

by sub-contractor Siemens (Yunex Traffic).  

The Bristol Port Company: represents the Avonmouth and Royal Portbury docks and offers 

shipping, distribution and logistics services. It is a major economic driver for the region, with 

the company and businesses on the port estate contributing more than £1bn to UK GDP. 

The port hosted the project testbed’s main 5G private network and trials for the geo-fenced 

asset tracking and autonomous drone surveillance use cases. 

Cardiff (University) Business School: the Logistics and Operations Management department 

of the Cardiff Business School investigated the wider applicability of the project’s 5G use 

cases across the port and logistics sector and led the 5G Smart Ports collaboration with the 

5G Ports project (also part of the DCMS 5G Testbed & Trials programme). 

Cellnex UK: an independent telecoms infrastructure provider led on the project’s 5G neutral 

private network design, integration in the staging lab and deployment in the field.  

https://www.westofengland-ca.gov.uk/
https://www.adva.com/en
https://www.airspan.com/
https://www.attocore.com/
https://www.bristol.gov.uk/
https://www.bristolport.co.uk/
https://www.cardiff.ac.uk/business-school
https://www.cellnextelecom.co.uk/
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Maritime Transport: independent transport operator, providing full end-to-end logistics 

solutions across the UK. Maritime Transport provided a truck and driver for the project 

trials. 

Gravity: a property management company developing a 616 acre state of the art smart 

campus and Enterprise Zone, primed to bring tens of thousands of jobs to Somerset and the 

surrounding regions – including the West of England. The site hosted a secondary 5G private 

network linked to the main port network via fibre and acted as the remote ‘freezone’ in the 

project’s freeport scenario.  

“Gravity aims to become the UK’s leading Smart Campus for some of the World's most 

innovative Clean and Inclusive Growth companies. It will be the South West’s and 

potentially the UK’s largest single commercial development bringing forward a substantial 

amount of new employment floorspace to meet a new era of market needs in response to 

climate change. Its delivery will be a clear and substantive example of SDC’s [Sedgemoor 

District Council] long-term commitment to securing higher level economic-led growth and 

the district’s leading role in the Somerset and the wider South West economy, showcasing 

delivery as part of the UK’s Industrial Strategy and transport decarbonisation plans.” Gravity 

LDO Consultation (2021) 

University of Bristol Smart Internet Lab: brings together more than 200 experts across the 

boundaries of wireless, networks, photonics and beyond to address grand societal and 

industrial challenges. The lab aspires to become a world leader in communications and 

digital living research. Leading on the geo-fenced asset tracking (freeport) use case, the 

university drove the project’s architecture development and was key to network 

troubleshooting. 

Unmanned Life: is striving to become a go-to software platform for the seamless 

orchestration of autonomous robotics. Unmanned Life led the port drone surveillance use 

case, providing an AI-driven autonomy-as-a-service platform.  

 

Supporting partners 

 

Lanner Electronics Inc: supplied CPE and user support to two of the three 5G Logistics use 

cases and testbed team. Lanner is a global hardware provider in design, engineering, and 

manufacturing services for advanced network appliances and rugged industrial computers. 

Lanner provides reliable and customisable computing platforms with high quality and 

performance. 

 

Nearby Computing: was subcontracted by Cellnex UK to support the 5G testbed work 

package and is a global company helping telecommunication and enterprise customers 

https://www.maritimetransport.com/
https://thisisgravity.co.uk/
http://www.bristol.ac.uk/engineering/research/smart/
https://unmanned.life/
https://www.lannerinc.com/corporate/company-profile
https://www.nearbycomputing.com/
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unleash the potential of Edge Computing through Orchestration and Automation of MEC 

and 5G.  

 

Yunex Traffic: formerly part of Siemens and subcontracted by Bristol City Council to deliver 

the Smart Junction use case in the 5G Logistics project, offers an end-to-end portfolio of 

intelligent traffic management solutions in the UK market. The company is striving to make 

mobility safer, more efficient and more sustainable. Its intelligent and innovative mobility 

solutions combine freedom of movement with limited space; autonomy with safety; climate 

targets with value creation; quality of life with digital progress. 

 

Wind River: was subcontracted by Cellnex UK to support the 5G testbed work package and 

is accelerating digital transformation of critical infrastructure by delivering the technology 

and expertise that enable the deployment of safe, secure, and reliable IoT systems. 

 

 

Appendix 2 – Network Components (Hardware and Software) 

 

Component / model Supplier Role in project 

5G Core AttoCore Partner 

Albora GPS Antenna Albora Supplier 

Server (Lenovo SE350) Lenovo Supplier 

Server (Lenovo SE550) Lenovo Supplier 

Server (Lenovo SE450) Lenovo Supplier 

Switch (ADVA XG480) ADVA Partner 

Switch (ADVA OSA5422) ADVA Partner 

5G Radios (Airspeed 2900) Airspan Partner 

Router Airspan Partner 

Ruggedised Router (Lanner V3S) Lanner Supplier 

Ruggedised Router (Lanner ISD-O370) Lanner Supplier 

Orchestration Platform Nearby Computing Supplier 

Wind River Studio Cloud Platform  Wind River Supplier 
 

Appendix 3 – Network Security Measures  

 

With the transition from a flat network to hierarchical network design allowing multiple 

users to use different sections and features, the following security features were 

introduced. Network separations were achieved using VLANs and port point to point or 

multi flows on the network switch and server ports.  

Operations, Administration and Management (OAM) network 

The internet routing controlled by the firewall was only accessible by the OAM network. The 

OAM network allows authorised users to access the platform Operating System (OS) across 

the servers to perform monitoring and maintenance tasks. The OAM network was restricted 

https://www.yunextraffic.com/uk/en/
https://www.windriver.com/company
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by the network switch to particular network ports of the private cloud platform controller 

servers and the MANO orchestrator server port. Four independent layers of access and 

security were used: 

Tenants of the private network cluster were given restricted access rights according to their 

use case needs. These were controlled by the platform administrator. For example, the 

platform administrator can change computing and networking resources on the cluster that 

are afterwards used by the MANO orchestrator to deploy Cloud-Native Network Functions 

(CNFs). Tenants could change their credentials using the platform’s web interface, giving 

them control of their access authorisation. 

Access to the cluster docker was granted through the tenant username and password 

authentication and allowed new CNF binary images to be added to the platform. This was 

usually done by the MEC app service providers where images were not pulled from a trusted 

public registry or had not provisioned their services to be managed by the zero-touch Mano 

orchestrator. 

Access to the Kubernetes cluster registry was through the Kubernetes config file. The 

kubernetes cluster was protected with access control certificates for the whole platform or 

particular namespaces. Administrative access to the kubernetes cluster was reserved for the 

MANO orchestrator and was provisioned by the platform administrator. Individual service 

providers were able to on-board their orchestrated software for the CNF images from the 

cluster container registry or from a trusted public container registry by accessing their 

namespace using Kubernetes API and their own Kubernetes configuration authentication 

file. The security policies for each namespace were enforced by the Kubernetes cluster 

administrator.  

Access to system management was through a combination of the above together with the 

OpenStack RC file and remote client container backed Command Line Interface (CLI). The 

remote client all configuration for the platform was used to provide compute and 

networking resources used by the CNFs. Therefore, any changes to the platform servers 

could be done through the CLI without the need for Secure Shell (SSH) access. The CLI 

provides similar capabilities to the WEB API and allows resources to be alter 

programmatically by the platform administrator. 

Cloud platform controller network 

The cloud platform controller network was responsible for maintaining the CNF images and 

deployment configuration stored on the platform cluster, to be replicated across the two 

controllers. The network was restricted to particular network ports on the two cloud 

platform controller servers. This network provided redundancy and high availability in the 

network by switching the active platform controller in cases where one of them experienced 

issues.  
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Pod network 

The platform network connected deployed CNFs across multiple servers on the cluster and 

allowed them to talk to each other. The pod network allowed services to be scaled up and 

down and distributed across the cluster’s servers, allowing the system to cope with surges in 

computational and networking demand.  

The pod network was limited to particular network ports on controller and worker nodes of 

the platform. The amount of bandwidth on this network has a limit, enforced by the 

network switch policer, to allow the OAM and platform network to maintain an adequate 

level of service.  

Those networks above are exclusive to the cloud platform operating on the servers. For the 

CNF, separate data networks on separate ports on each server were used. This ensured the 

networks were separated and any network access attack vectors were completely removed.  

Furthermore, those data networks were further separated using VLANs and switch port 

flows together with SR-IOV VLAN separation on the Kubernetes cluster. 

In particular there are two data networks configured in the network:  

N2+N3 

This data network was used for the 3GPP standard N2 and N3 interfaces. N2 was control 

plane interface between the gNodeB CUCP and 5GC AMF. N3 was a user data plane 

interface between the gNodeB CUUP and 5GC UPF. On the same network, the remote 

management and monitoring software for the gNodeB coexisted.  

N6 

This data network was used for the 3GPP standard N6 interface. The N6 interface was 

restricted to the 5GC and Edge server data network port. The N6 network allowed traffic 

from UEs/CPEs to reach the Edge services through the 5GC UPF. In particular, there was no 

internet access provided to the UEs on that network and one way Network Address 

Translation (NAT) was in place between the UEs and the MEC. The NAT allowed UEs to reach 

the MEC and not the other way around which is described in the 3GPP N6 standard. The N6 

interface allowed the UE to MEC CNF communication or CNF to CNF communication. 

Since both (N2, N3) and N6 flows existed on the cluster servers with both an 5GC AMF and 

UPF, bandwidth limits were enforced so that adequate bandwidth control signalling could 

be maintained while the network was loaded with MEC services traffic.  

 

Appendix 4 – Glossary 

 

3GPP  3rd Generation Partnership Project (standards) 
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5GC  5G Core 

5GTT  5G Testbed and Trials (DCMS Programme) 

AI  Artificial Intelligence 

AMF  Access and Mobility Management Function 

ANN  Artificial Neural Network 

API  Application Programming Interface 

AUSF  Authentication Server Function 

AWS  Amazon Web Services 

CAA  Civil Aviation Authority 

CLI  Command Line Interface 

CNFs  Cloud-Native Network Functions 

COTS  Commercial Off-The-Shelf Components 

CPE  Customer Premises Equipment (a form of UE) 

CPU  Central Processing Unit 

CU  Central Unit 

DCMS  Department for Digital, Culture, Media and Sport 

DGPS  Differential Global Positioning System 

DRBs  Data Radio Bearers 

DU  Distributed Unit 

E2E  End-to-end 

eCPRI  Enhanced Common Public Radio Interface 

ELV  Extra Low Voltage (ELV) 

eMBB  Enhanced Mobile Broadband 

Gbps  Gigabytes per second 

gNodeB/ gNB 3GPP-compliant implementation of the 5G-NR base station 

GPU  Graphic Processing Unit 
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HGV  Heavy Goods Vehicle 

KPI   Key Performance Indicator 

IoT  Internet of Things 

LTE  Long Term Evolution 

MEC  Mobile Edge Computing / Multi-Access Edge Computing 

MANO  Management and Orchestration 

MIMO  Multiple-Input Multiple-Output 

MQTT  MQ Telemetry Transport (machine to machine network protocol) 

NAT  Network Address Translation 

NIST  National Institute of Standards and Technology 

NR  New Radio 

OAM  Operations, Administration and Management 

O-RAN  Open Radio Access Network 

OS  Operating System 

PDCP  Packet Data Convergence Protocol 

PRTC  Primary Reference Time Clock 

RAN  Radio Access Network 

RFID  Radio Frequency Identification 

RU  Radio Unit 

SA  Standalone 

SSH  Secure Shell 

SUMO  Simulation of Urban Mobility 

UAV  Unmanned aerial vehicle 

UE  User Equipment 

UL-ACE  Unmanned Life Autonomous Control EndNode 

UL-CCP  Unmanned Life Central Command Platform 
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UL-VA  Unmanned Life Video Analytics 

UL-WEB Unmanned Life Web Interface 

UP  User Plane 

UPF  User Plane Function 

VLAN  Virtual Local Area Network 

VPN  Virtualised Private Network  

vRAN  Virtualised Radio Access Network 
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